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Chapter 1

Literature Review

The Walnut Kernel(Castro, 1996) is a persistert, capability based operating system de-
veloped at and extending the previous work in the Scdool of Computer Scienceand Soft-
ware Engineering at Monash University. Building on work in the Password-Capability
System(Anderson, Pose and Wallace, 1986), Walnut has someunique features such as its
capability architecture, charging scheme and persistence. Walnut requires a slightly spe-
cialised set of featuresfrom its equivalert of a le system,the Walnut object store. Various
de ciencieswith the original designwerefound, and it wasdecidedthat alternative systems
should be explored.

Most modern Operating Systemsbasetheir le semarics on those of 4.4BSD UNIX with a
largely POSIX compliant programmersinterface. This systemis well tested and its faults
and shortcomingsare well known. Howewer, many advancesin data storage methods have
beenmade on such systemsand they desene closeattention.

1.1 Persistent Systems

Persistenceis the property of a system where created objects cortinue to exist and retain
their valuesbetweenruns of the system. An example of a persistert systemis a persistert
programming language,in suc a languagethe cortents of variables are presened across
runs of the program.

A persistert operating systemis di erent from most popular operating systemsas (ideally)
no state is lost after an (expected or unexpected) systemrestart. In Walnut, processesare
rst classobjects and are badked to disk. Although persistencehas existedin various forms
for a long time, occasionally making its way into a production system(Liedtke, 1993), they
have not received widespreadusage. More recertly, there hasbeenan interest in persistence
in distributed systems(Elnozaly, Johnsonand Zwaenepel, 1992). There have been many



interesting, and rather complete, persisten researt operating systemsdeveloped including
the focus of our researt, The Walnut Kernel.

1.1.1 The Walnut Kernel

The Walnut Kernel(Castro, 1996) builds on previous work in the Password-Capability
System(Andersonet al., 1986) to create a persistert and secureoperating system for gen-
eral use. Walnut is designedto be portable! acrossdierent architectures but currently
only runs on the Intel i486 compatible CPUs with limited support for other PC periph-
eral hardware. It has beenshown that it is possibleto implement ANSI stdio compatible
inter-processcommunication to Walnut(Kopp, 1996) and gain most of the functionality of
a modern UNIX like Inter-ProcessCommunications (IPC) system.

The basic unit of storage abstraction in Walnut is an object and all data made a available
to userprogramsis made available through objects. An object is a seriesof pagesof which
any number of these are memory mapped into a process'addressspace. In the current
implementation, the pagesizeis that of the host CPU architecture. This design makes it
very dicult to exdhangedata between architectures with dissimilar page sizes. This is a
problem and one which future work on Walnut will one day have to address.

Volumes represen physical media on which Walnut Objects are stored. In the current
system, Objects are permanertly assaiated with a volume (i.e. you cannot transparertly
move an object to another volume) and objects cannot span more than one volume. Each
volume has a unique identi er, known asthe volume number. The current systemonly
allows 32bits for the volume number, so if Walnut were to becomewidely used, collisions
are bound to occur. There is currently no facility to deal with this.

A Serial number is the unique identi er for an object on a volume - rather similar to the
UNIX i-node number. A serialis only unique for a speci ¢ volume and should be asrandom
as possibleas part of Walnut's security is the di cult y of guessingvalid object identi ers.

A Password Capabilit y is assaiated with a set of attributes: a set of rights and a view.
The capability is usedto identify what accesspermissionsthe holder hasto an object.

32 bits 32 bits 32 bits 32 bits

Volume Serial Password 1 Password 2

Figure 1.1: Structure of a Walnut Kernel Capability

All Walnut objects and processegexceptthe init process)are persistert. It isthought(W allace,
Pose, Castro, Kopp, Pringle, Gunawan and Jan..., 2003) that any clean up of user device

! Although the current implementation lacks certain infrastructure and code designto accomplish this
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drivers could either be handled by the init processon startup or by receiving a speci ¢
type of messageon systemreboot.

Walnut objects have the following properties(Castro, 1996):

They are permanertly assaiated with a volume. They cannot be moved to another
volume or span more than one volume.

Pagesare allocated on the rst referenceto them.

If the number of guaranteed pageshas beenexceededand there are unresened pages
on the volume, then additional pagesmay be allocated to the object.

If there are not any unresened pagesavailable, an exception will occur.
Attempts to accessbeyond the limit of an object will causean exception.

The main memory acts as a cate of objects.

The badup and restoration of individual objects becomesproblematic when an object is

permanertly assaiated with one volume (asit is in Walnut). Unsolved problems include:

how to badkup a volume without compromising the security of the system, how to restore
a volume without compromising systemsecurity, how to badkup a single object and how to

restore a single object (especially if the original has beenremoved) without compromising
security. Currently, the acceptedattitude(W allace et al., 2003)is that it is ead usersduty

to bad up their own objects. They could do this by periodically running a badkup process
and giving it capabilities to objects they want badked up. This doesnot, howe\er, facilitate

restoration of objects and capabilities.

Walnut builds on the Password-Capability System's(Andersonet al., 1986)conceptof rental,
which is usedfor the garbagecollection of objects(Wallace and Pose,n.d.). To continue to
exist, an object must be able to aord to pay for the resourcesit uses. Each object has
an amount of money (stored in its money word) which may be drawn by those holding
capabilities with withdraw rights or by the Walnut Kernel for the use of storage space.
Processeslso have a cash word which storesmoney usedto pay for kernel services. The
rent collector processperiodically deducts rent for disk spaceoccupied by objects. It is
commonly accepted(Wallace et al., 2003) that the rent collector should be exible, possibly
charging di erent amourts at times of high load or high disk usage.

Charging for servicesalso increasesthe security of the system(Wallace and Pose,n.d.). If
ead attempt to load a capability is chargedfor, then attempting to guessa valid capability
becomesan extremely expensive operation. It is thought(W allace et al., 2003)that charging
more for failed attempts could also be useful.



Walnut Disk Structures

A Walnut Volume has three componens: the Disk-ID-blo ck, the bitmap and all other
blocks which are used for storing objects. It is important to note that Walnut does not
currently provide any form of journaling, consistencycheding utilit y or guararteed syn-
chronous updates. This meansthat robustnessof the current Walnut data store does not
compare favourably to that of modern le systemsin the ewvert of a crash, re ecting its
origins as a researt platform.

On disk, Walnut objects are split into two parts: the body and the dope. The dope is
all the systeminformation related to an object including the object Header, the capability
table and a set of pagetables. The body is the corntents of the object. The dope may grow
or shrink in size separately from that of the body. A processobject is the only type which
enforcesstructure on the body but apart from that there is no distinction betweenprocesses
and other objects.

Walnut doesnot currently keepa separateindex data structure for translating object serials
into disk locations of the headerblocks. Instead, Walnut usesthe least signi cant bits of
the object's serial number as the block number of the rst header blo ck of the object.
To prevent a possibleattack on the security of the system by forging a serial number and
a rst header block to gain unauthorised accessto other objects, the volume bitmap
tracks which blocks are legitimate rst headerblocks. The bitmap cortains a two bit value
describing eat block on the volume. A block can be free, a rst header block, in use
or bad. A full diagram of the walnut disk structure can be seenin Figure 1.2.

This method of locating objects hasseeral drawbadks; the rent collector needsto operate
on all objects on a volume and the only way to currently do this is to seard the volume
bitmap for blocks marked asheader blo cks, seekto that disk block, read the headerblocks
for the object, update the money word and write the headerblocks badk to disk. This is
goingto causea lot of seekingand becomeproblematic during periods of high disk 10. The
current model also reduceswhat serial numbersyou can store on a speci ¢ volume without
having collisions with other object headersor data blocks.

The most critical drawbadk of this indexlesssdhemeis the problem of automatically resum-
ing of processesAs there is no quick way to locate processobjects on a volume, the header
blocks for all objects on a volume must be read and examinedto seeif they represen a
process.On small volumes, this 10 is fairly insigni cant, but with the size of today's disks
and the number of objects that todays usersstore on disk, the amourt of IO neededto
guery ead object on a volume to determine if it's a processbhecomesstaggering.

As the implementation of a UNIX like ervironment on Walnut is possible(Kopp, 1996) and
is generally viewed as the quickest and most e ective way to port software to the system,
a comparisonwith the workloads of other UNIX basedsystemswould seemfair. It should
also be noted that a 4.2BSD ervironment was implemerted on Walnut's predecessorthe
Multi although nothing was ever published about this achievemert. A quick survey on the
number of les presen on a variety of UNIX basedsystems(Table 1.1.1) shows that the



Walnut On-Disk layout

Block Number
0 Key

Disk Id Block 1 I:I Free Space
Block Bitmap
|:| Used Spac
Hashed Serial
Object Dope n

Object Body

Hashed Serial

Object Dope
Object Body

Hashed Serial

Object Dope

Object Body

End of Volume

Figure 1.2: Walnut Disk Layout



Mac hine Used Disk Space | Num ber of Objects (les)
pheonix 1.7GB 109,365

saturn 23GB 299,528

crashtestdummy | 810MB 44,344

willster 34GB 422,095

cancer 71.3GB 3,065,590

yoyo 35.8GB 1257217

The madhines pheonix, saturn, crashtestdummy, cancerand willster all run Debian
GNU/Lin ux and are my personalmachines while yoyo is a shared systemwith 50 to 60
regularly active usersand se\eral hundred rather inactive users.

Figure 1.3: Survey of disk usageon various UNIX basedsystems

number of objects even on small disksis quite large. With eventhe smallestdisk examined,
scanning header blocks for over 100,0000bjects will consumesigni cant disk bandwidth
and ewven in the best conditions for disk 1/0, this would take more than a few secondsof
real time.

There is one area in which the current system completely fails and that is providing any

form of inter-object consistencyafter an unclean shutdown. Since persistenceis meart to

be transparent to processesthe data they accessshould not change betweenthe process
being suspendedand the processbeing resumed. This meansthat the image on disk must

be a snapshotof the processand all of its data at a speci c momert in time asany variation

would have the samee ect of modifying a running processeslata which will in all likelihood

lead to unpredictable results(Smith, 2003).

The Curren t State of the Walnut Kernel

The current Walnut implementation is unfortunately not up to the standard of other oper-
ating systemprojects and strongly shaws its immaturit y. There hasbeenlittle work on the
kernel sinceits original implemenation and a lot of knowledge about how parts of it work
has beenlost over time. Although recert work by Stanley Gunawan has updated the code
and build systemsothat developmert can be doneon recen releasesof FreeBSD (namely
4.4 and 4.5), problems have arisenin trying to get user mode processego execute. There
is very little hardware support and any changein hardware con guration requires source
code modi cations.

The Walnut sourcecode is sparselydocumerted and is believed(Wallace et al., 2003)) to use
\reserved" and \unused" elds in somedata structures for internal scratch space. There
is an overuse of constructs such as goto that have the e ect of greatly obsfucating large
parts of the kernel. While such constructs are can be useful in speed optimisation and
occasionally even code clarity, this is not the casein much of the Walnut code. In many of
the subsystemsit is a complex operation to understand what is being done and how it is



being done. If a port to a 64bit architecture were to be attempted, almost the ertire code
basewould needto be rewritten or closely audited to remove assumptionson word size.

Walnut has proven great theory, spavning seweral papers and other projects but the cur-
rent implementation would needa large amount of work, or indeed a total rewrite before
extensionsto the original designcould be pursued within a reasonabletime frame on the
existing code-base.

1.1.2 Mungi

One of the larger researt projects regarding persistent systemsis Mungi. Mungi(Heiser,
Elphinstone, Vochteloo, Russell and Liedtke, 1998) is a persistert, Single-Address-Space
Operating System (SASOS) deweloped on top of the L4(Ceelen, 2002) Micro kernel at the
University of New South Wales. The system was designedto be a pure SASOS without
sacri cing featuressud as protection, encapsulationand orthogonal persistence.The base
abstractions that Mungi provides are: capability, object, task, thread and protection do-
main. Mungi also hasthe conceptof a bank account which is (similar to Walnut's concept
of money) is usedto limit and cortrol resourceuse.

Like Walnut, an object in Mungi is the basic storage abstraction. All objects exist within

a 64bit addressspaceand since Mungi was designedfor 64bit platforms (such as MIPS

and Alpha) the single addressspacewas not deemedan unreasonablelimitation on the

storage capacity of a single system. The single addressspaceapproac doesmeanthat an

implementation on a 32 bit architecture would Beverly limit the amourt of storageaccessible
comparedto modern standards.

Mungi attempts to improve e ciency by having three classesof data objects:

Transient and unshared
Transient and shared

Persistert

Persistert system purists would argue that Mungi is not a pure persistert system due to
its support for non-persistert objects. Mungi supporters would rebut this with claims of
performanceimprovemerts. Sincethere is not a variety of completed persistent systemsto
perform real-world performancetests, the claims of added performance cannot be proven
over other techniques. It has beenindicated(Ceelen,2002)that transient objects in Mungi
would only be used for device drivers and other objects which cannot easily be restored
after a systemreboot.

A Mungi object exists until it is explicitly destroyed. For ead process,Mungi keepsa
kill list of objects which that processhas created. When the process nishes, Mungi will
remove all processeson the kill list. There exists a system call to remove an object from
the kill list sothat it may outlive its creator. This approadc cortrasts sharply with the
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Walnut view of money and paying for services(including storage). The Mungi approac
meansthat it is possiblefor a buggy processto create objects, not referencethem and have
them exist for long periods of time (or forever if the processnever quits). In Walnut, these
objects would be garbagecollectedif they are unable to pay rent.

Unfortunately, the currently available implementations of Mungi do not have persistence
implemented. Additionally, the requiremert of 64bit hardware supported by L4/MIPS or
L4/Alpha greatly reducesthe range of macdiines able to run Mungi and totally eliminate
commadity PC hardware.

1.1.3 Consistency in Persistent Systems

One of the main problemswith persistert systemsis how the on disk represenation of the
systemshould be kept consistert in the event of a crash. Sinceprocessesre persistert and
will usually referenceobijects other than themsehes, it is important that theseobjects were
all written to disk in one atomic operation, or data a processis using could mysteriously
change or disappear (due to it not have being ushed to disk)(Smith, 2003).

One method to ensureon disk consistencyis Chedpointing(Skoglund, Ceelenand Lidtk e,
2000). Chedpointing works by taking a snapshotof the contents of memory at a specic
momert and writing that snapshotatomically to disk. The last (successful)snapshotwritten
to disk will be the state in which the systemis restored.

It has beenshown(Elnozahy et al., 1992) with distributed applications that the overhead
for chedkpointing can be quite minimal (lessthan 1% for six out of eight applications, with
the highest overhead at 5.8%). It is natural that incremen tal checkp ointing is used
to reduce the number of disk writes for eah snapshot. Using copy-on-write memory
protection, it is possiblefor a snapshotto be written to disk while processesortinue to
execute,hencehaving asyndironous chedpointing(l |1 and Singhal, 1993). Suc techniques
were also raised during Wallace et al. (2003) were thought to be worth investigating for
Walnut.

In the worst casescenario,ead time a snapshotis taken (Elnozahy et al. (1992) usedtwo
minutes as an interval) the ertire contents of memory is dirty and must be written to disk.
It is possiblethat sudh methods as partially writing shapshotsin betweenthe time they are
taken or a variation in time when snapshotsare taken could help alleviate this bottlenec.
It has also been shown that relaxing consistency(Janssensand Fuchs, 1993) can help in
reducing the overhead of chedpointing.

1.2 Existing File Systems

Since most popular Operating Systemsuse an explicit storage system and a variation on
UNIX le semairiics, an examination of how le systemswork, their performanceand reli-
ability could help in understanding what featuresa Walnut data store requires.



Although there hasbeenmany papers and books published on data structures, using these
structures on disk is rather di erent than using them in memory. The overwhelming ma-
jority of texts focus on in-memory structures and not on how to optimise thesefor useon
disk. Folk and Zoellick (1987) discussesse\eral of the di erences betweendata structures
in memory and on disk (within les). It is clear from Folk and Zoellick (1987) that many
trade o s are madein the designof le formats, it also becomesclear that it is the same
way with le systems.

1.2.1 BSD FFS

The Berkeley Software Distribution's Fast File System (FFS)(A Fast File Systemfor UNIX,
1984) dramatically improved le system performanceover existing systems. Improvemerts
over previous UNIX File Systemsintroduced by FFS include:

Larger block sizes(at least 4096 bytes)

the use of cylinder groupsto exploit the physical properties of a disk to reduce seek
times.

improved reliability though careful ordering of le system meta-data writes

A lot of the performancegain of FFS was due to the use of larger disk blocks (4096 byte
or larger instead of the more common 512 byte), allowing more les to t into a single disk
read. However, with 4096 byte blocks A Fast File Systemfor UNIX (1984) reported that
with a set of les about 775MB in size,about 45.6% of the disk spacewas usedby the le
system. The solution FFS chosewas to split ead block into fragmerts of 512 bytes (or
more commonly 1024 bytes) and allocate fragments instead of disk blocks. This allowed the
speedincreasesof having a larger block sizewhile not wasting spacewith small les.

FFS keepswith the basic UNIX le system abstractions. Each i-node represerts a le on
disk, it cortains information such asthe length of the le (in bytes) and what disk blocks
are being usedby it. FFS i-nodes have direct, indirect and doubly indirect block pointers
(SeeFigure 1.4 (Card, Ts'o and Tweedie,n.d.)).

This meansthat for large les it is faster to locate disk blocks for the beginning of les than
it is towards the end. In this way, FFS is biasedtowards small les, where only the direct
block pointers are used. This is a valid assumption for many UNIX systemsas there tends
to be a large amount of small les.

Directories are les containing a list of namesand i-node numbers. The special entry "'
meansthe current directory (and should be the currently i-node number) and '.." means
the directory above the current directory. The directory structure is a tree. I-nodes may
appear multiple times within the tree as FFS allows for \hard links"; i-nodes can appear
under more than one name.
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Direct blocks

Double indirec
Indirect Blocks blocks
Inode
Infos/
/ ~/ I

Figure 1.4: Direct, Indirect, Doubly Indirect and Triply indirect blocks in le systemssuch
asFFS and ext2
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For a le (e.g. /homeltest/testle) onanFFS volumeto beaccessedthe following sequence
of events must take place (assumingthe volume is mounted):

Read root directory i-node

Read root directory blocks, searding for path entry ('home")
Read sub-directory's i-node

read sub-directory's blocks, searding for path entry (‘test’)
read directory's i-node

read directory's blocks, searting for path erntry (‘testle’)
Read le's i-node

read le's blocks.

If all directories in this path occupied one disk block, there will needto be 7 blocks read
from disk before any of the le's content is read.

Howewer, the advantage FFS has over many of its predecessorss cylinder groups (Figure
1.5). A cylinder group is a collection of oneor more cylinders on a disk. Each cylinder group
hasits own i-node table, block bitmap and badkup super block. The purposeof a cylinder
group is to exploit the bene ts of locality. Files and directories usedtogether should be in
the samecylinder group, reducing seektime. The usersalsohasthe advantage of being able
to do simultaneous updatesto the le system meta data if the implementation supports
ne grained locking asdi erent threads could operate on di erent cylinder groups.

However, most modern disks hide their physical geometry from the operating system, in-
stead preferring a Logical Block Addressing (LBA) sdeme where disk blocks are not ref-
erencedby Cylinder, Head and Sector but by a block number. In these systems, block
N+1 will be the next block to N (possibly read by a di erent head, but this is transpar-
ent), following the direction that the disk rotates and the transition between cylinders is
transparert.

Due to the array of i-nodesbeing separatefrom the le data, seeksare inevitable between
reading an i-node and reading the data. Cylinder groups reducedthe distance considerably
but FFS performancesu ers from this, asdo all systemswhich keepi-nodes separatefrom
data. The speedof being able to look up an i-node in O(1) time (i-node array start block
number + i-node number) is at the expenseof a seekto i-node data. Caching of i-nodes
by the Operating System helps overcomethis seektime for frequertly or recenly accessed
i-nodes, but initial lookup doesnot bene t.

SinceFFS prefersto store all the les in a directory within the samecylinder group and if
we make the assumptionthat les within a directory will be accessedat roughly the same
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Platter

Cylinder group

Figure 1.5: FFS Cylinder Group

time (for example, opening a Maildir style mailbox), a read aheadby the operating system
could greatly reducedisk seeksfrom the i-node table to le data.

The reliability of FFS is largely basedon carefully ordered synchronous meta data writes.
Meta data writes are carefully ordered so that in the event of a crash, the fsck (File
SystemChecK) utilit y canrelatively easilyrecover the le systemto a sanestate. Howe\er,
improvemerts have been made which allows the le system ched operation to happen in
the badkground. Theseimprovemerts are known as Soft Updates.

Soft Up dates

Soft Updates(McKusidk and Ganger, 1999) is a new and rather interesting way to help
improve the reliability and recovery time of BSD's FFS and remove the needto wait for a
le system ched after an unclean mount. The principle behind Soft Updates is to track
meta data dependenciesand do carefully orderedwrites to disk to ensurethat on disk meta
data is consistert. The only operation required after a crash with Soft Updatesis a fsck
processthat can reclaim any allocated but unuseddisk blocks. This processcan be run in
the badkground as freeing blocks doesnot require exclusive accesso the le system.

Becauseof the added complexity of tracking meta data dependenciesijt is admitted by the
authors of the Soft Updates code in FreeBSD(The FreeBSD Handlook, 1995-2003)there is
a higher risk of bugs in the code. There is also a higher memory penalty for using soft
updates but the main advantages are the little (or no) changeto the on disk format and
unlike a journaling lesystem, meta data is not written to disk twice. There hasbeenmuch
debate over which approad (soft updates or journaling) provides better performanceor is
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a cleanerapproad although little data badking up any of the argumerts hasbeenproduced
and there are not any (easily locatable) corvincing bencdmarks.

1.2.2 Linux ext2

The ext2 le system(Card et al., n.d.) has been, for many years, the defacto Linux le
system. Recerily, most distributions have replacedit with the ext31.2.3 due to its added
reliability. The design of the ext2 le system was heavily inuenced by FFS. The data
structures are rather similar in design, the most notable exception being the absenceof
fragmerts.

The main di erence with ext2 is the relaxed data and meta-data integrity. All writes to the
ext2 le systemonly makeit to disk whenthe Operating Systemchoosesto ush dirty blocks
to disk. There is the option to do synchronous meta-data updates, but it is seldomenabled
due to the lossin performance. This relaxed attitude to on-disk consistencyaccours for
many of ext2's speedadvantagesover other le systems(Giampaolo, 1999). The down side
is the higher risk of le systemcorruption in the event of a crash and the added complexity
in recovery for fsck utilities. With the work in Tweedie(1998), journaling hasbeenadded
to the ext2 le systemwithout a signi cant performancepenalty.

There has also beensomework to solve the problem of usersacciderily deleting les with
the ext2 undelete project(Crane, 1999). The ext2 undelete, like undelete programsfor other
le systems,attempt to re-link a directory ertry with the (now deallocated) i-node. This
solution is not ideal, asit dependson the le systembeingin much the samestate aswhen
the le was removed for the i-node not to have beenre-used. It also requires exclusive
write accesdo the le system,somethingthat is unacceptablein a multi-user environment.
Debate onif this is ajob that a le systemshould attempt to solve carrieson and is unlikely
to be resohed.

The ext2 le system, like FFS beforeit, does not cope very well with large directories.
When FFS and ext2 were designed,this wasn't too much of a problem as disks were not
large enoughto hold enough les for this to becomea real problem. However, with today's
large disks and systemssud asthe Maildir mailbox format (where ead email messagds a
le in adirectory) it is conceiable to have directories with 60,000 les in them?.

There hasbeenwork to overcomethe ine ciencies in directory lookup in the ext2 lesystem.
The Directory Index(Phillips, 2001) project has managedto devised method of directory
indexing that is both badkwards compatible with existing ext2 le systemsand forwards
compatible sothat older ext2 code can fully accesdirectory indexed volumes.

It is clear from ext2 that extensibility of the le systemis very important for its cortin-
ued use. There have been sewral important features added over time without breaking
compatibility badckwards compatibility.

2Real-world example of the linux-kernel mailing list messagesrom January-Octob er 2003
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1.2.3 Linux ext3

The ext3 lesystem is the sameasthe ext2 lesystem exceptfor the addition of a transac-
tional meta data journal(Tw eedie,1998). The implemertation is fairly standard, employing
the expected optimisations suc as batched transactions. The on disk format is compatible
with ext2, the journal simply being another le on the disk (albeit with a special i-node
number). The goal of the ext3 project wasto not destabilisethe ext2 codebasebut to add
one new feature.

1.2.4 Network Appliance's WAFL

Network Appliance's (NetApp) WAFL(Hitz, Lau and Malcolm, n.d.) systemgrew out of the
desireto have a solid and reliable systemfor networked le seners. WAFL (Write Anywhere
File Layout) usesSnapshots(read only clonesof the active le system)to provide accesdo
historical data (for example, how the le system looked yesterday) and to ensureon disk
consistency

The requiremerts for their NFS sener were(Hitz et al., n.d.):

provide a fast NFS service
support large le systems(tens of GB) that grow dynamically as disks are added
high performancewhile supporting RAID

restart quickly, even after an unclean shutdown due to power failure or system crash

Snapshotsare made available to usersthrough the .snapshots directory. Figure 1.6 (the
examplefrom (Hitz et al., n.d.)) shows how a usermay recover what wasin their le at the
time of any of the snapshotsbeing taken. The main advantage to systemadministrators is
being able to take a live le systemand reliably badck up its cortents.

The WAFL layout is best thought of as a tree where for ead snapshot, the root node is
duplicated and any modi ed nodes are copied to new locations and referencedto by the
snapshot'sroot node. Figure 1.7 (adapted from (Hitz et al., n.d.)) illustrates the layout of
the le systembeforeand after snapshotcreation, and modi cation.

BecauseWAFL only duplicates modi ed blocks, it is able to create a snapshotewery few
seconddo allow quick recovery after uncleanshutdowns. When the new snapshotis created,
the old one is marked as consistert. When the system starts up, it usesthe most recen
snapshotthat was marked as consisten. Combined with a small (NVRAM based)log, this
provides rapid crashrecovery.

Batched disk writes and the ability to write any data to any part of the disk lead WAFL
to perform rather well in NFS bendimarks. Hitz et al. (n.d.) debatesthe validity of these
bendh marks, it is fair to assumethat the WAFL approad achievesgood performance.
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spike% Is -lut .snapshot/*/todo
-rW-r--r-- 1 hitz 52880 Oct 15 00:00
.snapshot/nightly.0/todo

-FW-r--r-- 1 hitz 52880 Oct 14 19:00
.snapshot/hourly.0/todo

-FW-r--r-- 1 hitz 52829 Oct 14 15:00
.snapshot/hourly.1/todo

-rW-r--r-- 1 hitz 55059 Oct 10 00:00
.snapshot/nightly.4/todo

-rW-r--r-- 1 hitz 55059 Oct 9 00:00
.snapshot/nightly.5/todo

Figure 1.6: User Accessto Snapshotsin WAFL
(a) Batore Snapshot (b} Alter Snapshol (¢} Alter Block Updafte

Roof Miaw Rool Hew Rooi
inoda Snapshoft Inode Snapshot Inode

ALl =D E AllE=1ID]E ANE N=NDLE g

Figure 1.7: WAFL Before and After Snapshot

1.2.5 Reiser FS

ReiserFShasgrown around Hans Reiser'sdesireto integrate the namespacein the operating
system. The desirewasto create a fast and reliable lesystem for Linux to replacethe ext2
le system. ReiserFSis a relatively new lesystem and someof it's tools (such asthe le
system chedk utilit y) have not yet reached maturit y. However, many userslike it dueto its
speedand e ciency , especially with small les.

Reiser(2001) claimsthat through the useof balancedtrees, it is possibleto getlarge perfor-
mance improvemerts in le systemthroughput and fewer disk seeksduring tree traversal.
Reiser (2001) also believesthat existing literature focusestoo much on the worst casesce-
nario, where none of the tree is cached. Reiser(2001) believesthat this is not a useful thing
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to study as in the real world, parts of the tree will be cached for most of the time and
performancein this caseis more important.

The Reiser tree is designedto allow e cient handling of directories with thousands or
hundreds of thousandsof les, somethingthat was previously ine cien t. ReiserFSwill also
padk many small les into one block, so 100 byte les do not occupy one disk block ead.
BeFS(Giampaolo, 1999) can store a small amount of le data within the i-node, but eadh
le will still useone full disk block. The reiserfsapproac pads multiple i-nodesand data
into a block, thus wasting less space. Nodes on disk which contain these small les are
known as formatted nodes.

The use of formatted notes does mean that when a le outgrows the spaceit hasin a
formatted node, the systemmust spend extra time copying to elsewhereon disk. Eventually,
as formatted nodesbecomemore fragmerted, a repader will have to be run to help clean
things up. This is the same fragmenation problem that has plagued le systems, the
exception being that the reiserfsrepader should work on mounted le systemsand work
transparently .

The other problem with formatted nodes(which is mainly becauseof the designof the Linux
kernel) is that memory mapping les stored in formatted nodesrequires extra work. The
Linux kernel can only memory map on pageboundaries,which are usually the samesizeas
a disk block (on i386, this is 4k). The computational overheadis an acceptedtradeo for
the added disk spacesavings.

ReiserFSusesa block bitmap and someintelligent searting algorithms for allocating disk
space. Reiser (2001) has empirically showvn that their method, which could require extra
readsfrom disk to traversethe tree gainsgood allocation and locality. With Reiser4(MacDonald,
Reiserand Zarochertcev, 2002),in memory transactions usea duplicate of the block bitmap
with changesonly being committed oncetransactions ernter the COMMIT stage. This al-
lows for greater parallelism in writes to the le system as ead transaction doesnot need

to lock the single copy of the block bitmap.

Reiser (2001) arguesthat the speed advantages FFS gained through cylinder groups was
more to do with placing semartically adjacent nodesclosetogether on disk. Reiser(2001)
found that this was an excellert approximation of the optimisations of placing data on disk
accordingto actual cylinder boundaries(which are now often hidden from the programmer).
Reiser diers from FFS in its implementation of locality is separatedfrom the semaric
layer, and it is (theoretically) possibleto introduce smarter locality logic to produce a
better locality_id for ead object_id. A possibleimprovemen could be to monitor usage
patterns and lay out objects on disk accordingly. It was found that allocating blocks in
the direction the disk spins(in increasingblock numbers) signi cantly boostedperformance
over other policies of just allocating blocks 'near' ead other..

Reiser (2001) debatesthe merits of whether les should be block aligned, and arguesthat
the ReiserFSmodel of not block aligning les giveshigher performancefor small les. Reiser
(2001) also makesthe conjecture that the current usagepatterns of le systemsare because
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of how the le systemshave beendesigned. Current systemsare not optimised for small
objects, and at layers above the le system, much aggregationof objects is done. If it were
more optimal to have many 100 byte les than one 4kb le, then maybe ead option in a
con guration le would becomea separate object on disk. This is very interesting when
consideringthat it is impossibleto get any usagestatistics for Walnut (as so few systems
exist) and user code is limited. Current Walnut implementations limit objects to multiples
of pagesize,but this is seenas a major limitation.

Reiser (2001) does state that the most interesting features are yet to come, and some of
theseare starting to appear in the next revision of ReiserFS, Reiser4.

Reiser FS 4

The main di erence betweenReiserFS Version3 and Version4 is that Version4 is an atomic

lesystem(Reiser, 2002-2003).Each operation (including writes) happensatomically, giving
the impressionof full data journaling. Reiseractually usesa similar systemto WAFL(Hitz
et al., n.d.), Wandering Logs.

Wandering logs meansthat any (free) areaon disk can becomepart of the on disk journal.
This is usedsothat ead le write can be journaled physically closeto the le(MacDonald
et al., 2002). This can dramatically reducethe number of disk writes neededto achieve
atomic writes asinstead of copying blocks from the log into the le, we can simply rewrite
the block pointers in the le systemto point to the blocks in the log. The disadvantage
is that it is possiblefor les to becomemore fragmerted after an update on a disk where
the free spaceis highly fragmented. Although, subsequeh operations will not su er this
fragmentation and over time, this could actually decreasehe fragmertation of les on disk.

The Reiser(2002-2003)tree, known as a 'dancing tree', which meansit is only balancedin
responseto memory pressuredriggering a ush to disk or asa result of a transaction closure
(which forcesnodesto be ushed to disk)(Reiser,2002-2003).The speedimprovemerts come
from balancing the tree lessoften than with ewvery update

This is similar to optimisations other systems(XFS in particular) make just before they

commit to disk. It becomesclear that batching le system operations and optimising their

ush to disk improvesboth read and write performance. This stemsfrom how the designers
look at the problem, reiserfsand xfs designersview the le system problem asone of many

disk operations, not just a sequencef single disk operations and their design(and increased
performance) indicates this.

1.2.6 BeOS BeFS

In early versions of the Be Operating System, extra information about les was kept in
a database le on top of the lesystem. The separate database design was chosen due
to the engineersdesire to keep as much code in user spaceas possible. With wider use
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typedef struct block run

{
int32 allocation_group;
uintl6 start;
uintle len;

} block_run;

Figure 1.8: BeFS Block Run

of the system, especially the POSIX support (which did not interface with the database
le) problems were seenwith keeping the databasein sync with the corntents of the le
system.(Giampaolo, 1999)

The Be Filesystem(BeFS) wascreatedout of a needfor the BeOSto haveauni ed lesystem
interface (VFS layer) and a fast, 64bit, journaled and databaselike lesystem(Giampaolo,
1999). Becauseof the nature of BeOSand their target audience,the ability to handle media
les was a priority.

The BeFS s alsointeresting in that two engineersmade the rst beta releasein only nine
months with the nal releaseshipping a month later. This is especially interesting given the
high regard the BeOS le systemis held in by many usersof it. It's indexing capabilities
are the envy of usersof other systemseven over six yearsafter it's initial releaseand seeral
yearsafter the demiseof the compary.

The journaling implementation in BeFS is rather interesting as it does support the jour-
naling of le data, but dueto the limited sizeof the log le, only directory data is actually
journaled. It would theoretically be possibleto add data journaling to BeFS by allowing
the journal to dynamically changesize.

The BeFS blo ck _run structure (Figure 1.8, from (Giampaolo, 1999) P47-48) is a unique
way to addressdisk blocks. It takesadvantage of the optimal (and common) caseof seweral
sequetial blocks being allocated to a single le.

1.2.7 SGI's XFS

Silicon Graphics started the XFS project to replacetheir aging EFS le systemunder their
versionof UNIX, IRIX. The Project Description(Doucette, 1993c)listed the goalsof XFS as:
scalability (especially for large systems), compatibility among all supported SGI madhines
(especially small machines), support the functionality of EFS, to outperform EFS, high
availabilit y, quick recovery from failures and the systemmust be able to be extendedin the
future(Anderson, Doucette, Glover, Hu, Nishimoto, Pedk and Sweeney 1993).

The requiremerts to satisfy SGI's customerswere rather unique at the time. SGI produced
both high end (comparedto the generalPC industry) and very high end (1024 processors)
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machines and had many customersin the media businesswho neededto store large les,
and lots of them. There was alsothe sciertic comnmunity who often neededto operate on
large sets of data, including large, sparsely populated arrays. There was also the needto
have good performanceon small les (lessthan 1kb) asmost/ and /usr le systemshave
many such les(Doucette, 1993c).

XFS was designedto be a 64 bit le system and SGI had to deal with the problems
of integrating support for 64 bit le osets into a system that largely relied on 32 bit
o0 sets(Sweeney 1993a). There was the unfortunate consequencdhat usercode had to be
changed to support the larger o sets and extra system calls were added. This has been
the way that 64 bit le o sets have beenimplemented in seweral UNIX variants (including
Linux) and the generalconsensusf the comnmunity is that this is the best way.

XFS gains great scalability(Sweeney Doucette, Hu, Anderson, Nishimoto and Ped, n.d.)
through its use of kernel threads(Doucette, 1993a) and messagesystem(Doucette, 1993b)
as well as ne grained locking throughout the code. The purposebehind this is to allow
highly parallel accessto the lesystem. Allowing multiple open transactions allows many
processeso be updating the disk at once,a great bene t on large multi processors(Sweney
1993d)(Nishimoto, 1994).

For all its speedand parallelism advantages, the size of the XFS code is larger than any
other le system discussedhere. At about 120,000lines of code, it is about fteen times
the size of ext3 and v e times than of reiserfs. On small scaleembedded devices,this size
may still matter, but the ever decreasingcost of memory makes this point moot on most
systems. Maintainabilit y of such a large code basecould becomea problem, although the
XFS project doesnot seemto have made any of these problems public.

XFS, like other systems, bene ted greatly from a good simulation environment during
developmert(Doucette, 1993d) and this method is echoed in Giampaolo (1999) as a good
method to debug core le system code. This method is taken to the extreme in the User
Mode Linux project, designedto enabletesting of the ertire kernel within a user process.

The XFS Namespace(Anderson,1993b) is that of a traditional UNIX system. The main
di erence is using B*T reesfor large directories. They have shown that optimising for small
and large directories leadsto increasedperformance, mainly due to a decreasechumber of
disk reads. The in-node directories are a good example of this.

Like FFS, XFS splits the disk into cylinder (allocation) groups(Doucette, 1993e). XFS
does this for increased parallel accessto the le system as opposedto FFS's reason-
ing of increasedlocality. This works well for XFS as the hardware it was designedto
run on is highly parallel and since the XFS transaction mecanism allows for multiple
simultaneous transactions, this allows multiple simultaneous disk space allocations and
deallocations(Sweeney 1993d)(Nishimoto, 1994).

The super block of a le systemis modi ed by most transactions and since there is data
in the super block that must remain consistert, we have to journal changesto it. If we
journal the entire super block, this limits us to commiting transactions serially which will
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no longer allow the optimisation of the order of transactions being committed to disk. This
alsobecomesa rather obvious bottlenedk for parallel le systemupdates. XFS usesa clever
technique to bypassthese problems and instead of journaling the super block itself, XFS
will journal the changesto super block elds(Sweeney 1993c).

XFS also supports named meta-data to be assaiated with les, known as Extended At-
tributes

(Anderson, 1993a). Each attribute is a name and value pair, with a separate namespace
also available for the administrator if they sowish to populate this separatelyfrom the user
visible namespace.Unlike BeFS, XFS doesnot o er the ability to index these attributes,
and unlike HFS Plus's ability to have arbitrarily sized meta-data streams, XFS limits the
size of the meta-data. This sewrely limits what can be stored as meta-data on an XFS
volume, but at the time XFS was being designednot many other systemssupported any
form of extended attributes.

1.2.8 MacOS and MacOS X's HFS and HFS Plus

The Macintosh's HFS and the updated HFS Plus(Inc., n.d.) volume formats are rather
di erent from the UNIX based lesystems discussedhere. It is clearfrom its data structures
that it was designedto support a graphical ervironment, somethingwhich the MacOS was
designedto be.

This is evidert with the unique forks concept. Each le on aHFS (or HFS Plus) volume has
two forks: a data fork and a resourcefork. The format and accessmethods of the Resource
Fork are speci c to the MacOS and is documerted in (?). Each fork is a stream of bytes
and either fork can be of zero length. This is e ectively the inverse of UNIX hard links.

Hard links are many namesfor one stream of bytes, while forks are one name for many

streams of bytes.

HFS Plus hasan attribute le which is intended to support an arbitrary number of named
forks sometimein the future. The goal behind this was to be able to attach extra data
and meta-data to les and directories that is moved and removed with that object - an
advantage over the more traditional method of adding hidden les to a directory. The
MacOS currently only usestwo sud streams for its traditional Data Fork and Resource
Fork.

A commonway for MacOS basedword processordo store documerts wasto have plain text
in the data fork (so that the raw information could be easily read by other applications,
even on other computing platforms) and all the formatting information in a resourcein the
ResourceFork. The MacOS provided the ResourceManager(?) setof APIs to manipulate a
simple two-level namespacewithin the resourcefork. It wasalsocommonfor User Interface
speci ¢ information to be stored within the resourcefork. One sud application wasto store
the name of the program usedto create a document sothat somelndy trying to open it
who did not possesghe necessarysoftware could be noti ed of what software they needed
to open the documert.
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In cortrast, the Be Operating System (BeOS) used indexed attributes to store and access
meta-data for meta-data such as MIME types of les, Artist and Album titles of music
les and the status of email messagesThe query interface meart that userscould perform
complex seardiesof the contents of attributes. The BeOS engineersfound that keepingthe
attributes assaiated with the le, onthe le systemasopposedto in a separate\attributes
le" wasofimmensebenet in the generale ciency of the storagesystem(Giampaolo,1999).

129 BSD LFS

The BSD Log Structured File System(?) is rather di erent from the traditional le system.
The disk is treated asalog le, with ead write beingto new disk blocks, never overwriting

previously usedones. This approad is believed to increase le systemwrite performance
and this is cited asthe main reasonto usea log based le system.

Although LFS doessequetial writes, a setof FFS style index structures are maintained to
support e cien t random retrieval. The i-node map mapsi-node numbersto disk addresses.
An LFS disk is divided into xed sizedsegmets, typically of 512kb. When dirty (modi ed)
blocks are to be written to disk, LFS will write a segmem, or a partial sggment (for when
there are not enoughdirty buers to Il a segmem) to disk. Each segmen cortains a
summary block which cortains the i-node and logical block number of ead block in the
segmen The ile structure (Figure 1.9) is a read-only le on disk which cortains the
segmenm usagetable and is usedby the cleaner.

NUM CLEAN SEGMENTS
CLEANER INFO NUM DIRTY SEGMENTS
_— | secuse1
SEGMENT
USAGE |~
TABLE SEGUSE N NUMLIVE BYTES
LAST MOD TIME
IFILE 1 L AGS
INODE MAP |~
IFILE N

VERSION NUMBER
DISK ADDRESS

FREE LIST POINTER

Figure 1.9: BSD LFS IFILE

There is a garbage collection process(the cleaner) which will reclaim disk blocks that
belong to deleted les or have been supersededby more recert writes. This doeslead to
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a performance hit when the disk is near full as the cleaner must run often. The kernel
maintains a seggment usagetable which tracks the last modied time and the number of
\liv e" bytes in eadr segmett the cleanerusesthis table to nd segmets to clean.

Becauseof the log structure and the no-overwrite policy, it is possibleto implemert afacility
to request previous revisions of a le. Although the BSD-LFS doesnot implemert this, ?
doesindicate that this, among other features could be easily addedto LFS.

For an\unrm" (un-remove) utilit y, the primary problem to be solved would be locating the
old inode on disk. It is theorised that this would be a rather trivial problem to solve(?).

The ? paper shows favourable performance bendimarks, not shaving any signi cant per-
formancepenalty over the useof FFS. Indeed, in someareas,suc as simultaneous random
updates, LFS hasa large performanceadvantage over other systems. Real world useof LFS
has beenrather small, possibly due to peoplesgeneral reluctance to switch to something
radically di erent than that which they are usedto.

1.3 Revision Tracking

There have beenvarious attempts to integrate revision tracking into the le system. The
VMS operating systemsaved ead revision of a le into a separate le with aversionnumber
appendedto the name (' le;1',' le;2' etc). This can (partially) help the userreverseerrors
sudh as accidertal deletion of les (or part of the content of a le) or wanting to change
something badk to the way it was. LFS shows that it could be possibleto add revision
tracking to an existing systemwithout a large performancepenalty, but no implementation
exists to do this and the LFS user baseis rather small despite having existed for nearly 10
years.

The bestrevision tracking most systemscurrently hopefor is an undeleteutilit y. Traditional
undelete utilities for existing le systemsare not guararnteed to work reliably or on active
le systems(Crane,1999). Some le systemslend themselesto e ectiv e undelete utilities,
and others do not. They may have a preferenceto reuserecertly deallocated disk blocks
and i-nodes (such as XFS does) or dynamically allocate i-nodesanywhere on disk, making
a seard for the i-nodesof delete les a very expensive operation.

Many users have resorted to using version cortrol systemssuc as RCS and CVS(Tichy,
1985) to store and track changesto their documerts. Typically, these have required more
of an expert knowledgethan many end usershave, and have not beenusedwidely outside
the developer comnmunity (who are usedto sud tools for SourceCode Managemern). More
mainstream applications sud as Microsoft Word and AbiWord have started to integrate
simple graphical interfacesto store and retrieve documert revisions, but they have yet to
gain common usage. The possibility of integrating sudc a feature into the le systemis
desirableasit would meanthat revision tracking would be transparert to applications and
instantly available to all the tools usersare familiar with.
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In both Tichy (1985) and MacDonald (n.d.), it is shavn that the delta of two le revisions
can be computed in reasonabletime and stored e cien tly. Systemssud as WAFL(Hitz

etal., n.d.) and LFS(?) have provided limited support for snapshotsof the ertire le system
and in the caseof WAFL, allowing usersto accessprevious revisions of les. The WAFL
approad usessigni cantly lessdisk than the VMS approad of revision tracking as WAFL
only duplicates blocks that di er (and applicable meta-data blocks) betweenrevisions.

The XDFS(MacDonald, n.d.) approad is rather dierent to that of WAFL, XDFS stores
all deltas betweena le's revisions. At any time, any revision of any le on an XDFS volume
can be accessednot just snapshotsof the ertire system.

1.4 Conclusions

Existing le systemshave sewral things in common:

the name resolution systemis separatefrom how les are stored on disk

Files are represerted on disk by a structure generally referred to as an i-node con-
taining a small amount of set meta-data and pointers to disk blocks containing le
data

Extensible systemshave had features added when neededand remained popular.
There are also seeral trends in le systemdesign:

There is a trend to support arbitrary amounts of meta-data
Speedfor large les and large numbersof les is increasingly important
Quick crashrecovery is now a requiremert

A trend towards data journaling to ensurethe contents of les are not corrupted after
a crash.



24

References

A Fast File Systemfor UNIX (1984). University of California, Berkeley

Anderson, C. (1993a). xfs attribute managerdesign, Technical report, Silicon Graphics.
*http://oss.sgi.com/pro jects/xfs/

Anderson, C. (1993b). xfs namespacemanagerdesign, Technical report, Silicon Graphics.
*http://oss.sgi.com/pro jects/xfs/

Anderson, C., Doucette, D., Glover, J., Hu, W., Nishimoto, M., Pek, G. and Sweeney A.
(1993). xfs project architecture, Technical report, Silicon Graphics.
*http://oss.sgi.com/pro jects/xfs/

Anderson, M., Pose,R. D. and Wallace, C. S. (1986). A Password-Capability system, The
Computer Journal 1-8(1).

Card, R., Ts'o, T. and Tweedie,S. (n.d.). Designand implemertation of the secondextended
lesystem, Proceedings of the First Dutch International Symmsium on Linux, number
ISBN 90 367 03859, Laboratoire MASI | Institut Blaise Pascal and Massatussets
Institute of Tednology and University of Edinburgh.

*http://w eb.mit.edu/t ytso/www/lin ux/ext2in tro.html

Castro, M. D. (1996). The Walnut Kernel: A Passwod-Capability Basal Operating System
PhD thesis, Monash University.

Ceelen,C. (2002). Implementation of an orthogonally persistent 14 microkernel basedsys-
tem, Technical report, Universitat Karlsruhe. Supervisor: Cand. Sciert and Espen
Skoglund.

*http://i30www.ira.uk a.de/teaching/thesisdocumerts/ceelen _study studi.pdf

Crane, A. (1999). Ext2 undeletion, Technical report.
*http://www.praeclarus.demon.co.uk/tec h/e2-undel/

Doucette, D. (1993a). xfs kernel threads support, Technical report, Silicon Graphics.
*http://oss.sgi.com/pro jects/xfs/



25

Doucette, D. (1993b). xfs messagesystem design, Technical report, Silicon Graphics.
*http://oss.sgi.com/pro jects/xfs/

Doucette, D. (1993c). xfs project description, Technical report, Silicon Graphics.
*http://oss.sgi.com/pro jects/xfs/

Doucette, D. (1993d). xfs simulation ervironment, Technical report, Silicon Graphics.
*http://oss.sgi.com/pro jects/xfs/

Doucette, D. (1993e). xfs spacemanagerdesign, Technical report, Silicon Graphics.

Elnozahy, E. N., Johnson,D. B. and Zwaenepel, W. (1992). The performanceof consisten
chekpointing, Proceedings of the 11th Symmsium on Reliable Distributed Systems
IEEE Computer Scciety, Houston, Texas77251-1892pp. 39{47.
*http://www.cs.rice.edu/ dbj/ftp/srds92.ps

Folk, M. J. and Zoellick, B. (1987). File Structures: A Conceptual Toolkit, Addison-Wesley
Publishing Compary.

Giampaolo, D. (1999). Practical FileSystem Design with the Be File System Morgan Kauf-
mann Publishers, Inc., chapter 1.

Heiser, G., Elphinstone, K., Vochteloo, J., Russell, S. and Liedtke, J. (1998). The Mungi
single-address-spaceperating system, Software Practice and Experience 28(9): 901{
928.

*citeseer.nj.nec.com/heiser98rangi.html

Hitz, D., Lau, J. and Malcolm, M. (n.d.). File systemdesignfor an nfs le sener.
*http://www.netapp.com/tec h_library/3002.html

I, G. G. R. and Singhal, M. (1993). Using logging and asyndronous chedpointing to
implement recoverable distributed shared memory, Technical report, Department of
Computer and Information Science,The Ohio State University.

*http://camars.k aist.ac.kr/ yjkim/ftsdsm/ric hard93using.pdf

Inc., A. C. (n.d.). Hfs plus volume format, Technical report, Apple Computer Inc. Tednical
Note TN1150.

Inside Macintosh: More Macintosh Toolbox (1993). Addison-Wesley

Janssens,B. and Fuchs, W. K. (1993). Relaxing consistencyin recoverable distributed
sharedmemory, Technical report, Center for Reliable and High Performance Comput-
ing Coordinated SciencelLaboratory, University of lllinois.
*http://citeseer.nj.nec.com/rd/35597 259%2C83158%2C1%%62C0.5%2CDaovnload/h ttp:// citeseer.r

Kopp, C. (1996). An i/o and stream inter-pr ocesscommunications library for passwod ca-
pability system Master's thesis, Department of Computer Science,Monash University.



26

Liedtke, J. (1993). A persistert systemin real use: Experiencesof the rst 13years,German
National Resarch Center for Computer Scienc .
*http://citeseer.nj.nec.com/liedtk eRBpersistert. html

MacDonald, J. P. (n.d.). File systemsupport for delta compression,Technical report, Uni-
versity of California at Berkeley

MacDonald, J., Reiser, H. and Zarochertcev, A. (2002). Reiserdtransaction designdocu-
ment, Technical report, Namesys.
*http://lwww.namesys.com/txn-do c.html

McKusick, M. K. and Ganger, G. R. (1999). Soft updates: A technique for eliminating
most syndhronous writes in the fast lesystem, Proceedings of the FREENIX Track:
1999 USENIX Annual Technical Conferenee, The USENIX Association.

Nishimoto, M. (1994). The log manager(xIm), Technical report, Silicon Graphics.
*http://oss.sgi.com/pro jects/xfs/

Phillips, D. (2001). A directory index for ext2, Technical report.
*http://p eople.nl.linux.org/ phillips/h tree/pap er/htree.html

Reiser, H. (2001). Reiserfsv.3 whitepaper, Technical report, NameSys, 6979 Exeter Dr.,
Oakland, CA 94611-1625.
*http://www.namesys.com/con tent _table.html

Reiser,H. (2002-2003). Reiser4, Technical report, Namesys. Accessed:23/4/2003.
*http://www.namesys.com/v4/v4.h tml

Seltzer, M., Bostic, K., McKusick, M. K. and Staelin, C. (1993). An implementation of a
log-structured le systemfor unix, USENIX.

Skoglund, E., Ceelen, C. and Lidtk e, J. (2000). Transparert orthogonal chedkpointing
through user-le\el pagers, Technical report, System Architecture Group, University of
Karlsruhe.

*http://uhlig-langert.de/publications/ les/l4-c  hedpointing.p df

Smith, S.(2003). Interim honorspresenation: The walnut kernel, Technical report, Monash
University.

Sweeney A. (1993a). 64 bit le access,Technical report, Silicon Graphics.
*http://oss.sgi.com/pro jects/xfs/

Sweeney A. (1993b). xfs superblock managemem, Technical report, Silicon Graphics.
*http://oss.sgi.com/pro jects/xfs/

Sweeney A. (1993c). xfs transaction medanism, Technical report, Silicon Graphics.



27

Sweeney A., Doucette, D., Hu, W., Anderson, C., Nishimoto, M. and Pek, G. (1996).
Scalability in the xfs le system, USENIX Conference.

The FreeBSD Handlook (1995-2003). The FreeBSD Documertation Project.
*http://www.freebsd.org/do c/en_US.1SO8859-1/books/handbook/con gtuning-
disk.html

Tichy, W. F. (1985). RCS - a systemfor versionconrol, Software - Practice and Experience
15(7): 637{654.
*citeseer.nj.nec.com/tichy91rcs.itml

Tweedie,S. C. (1998). Journaling the linux ext2fs lesystem, Technical report, LinuxExpo
98.

Wallace, C. and Pose,R. (1990). Charging in a secureervironment.
*http://www.csse.monash.edu.au/courseware/cse4333/rdp-material/ Bremen-
paper.pdf

Wallace, C. S., Pose,R., Castro, M., Kopp, C., Pringle, G., Gunawan, S. and Jan... (2003).
Informal discussionsrelating to the walnut kernel.



